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The workload of certainapplicationclassessuchas social networking is dominatedby queriesthat read
data[7]. An exampleis theuserprofile page.A usermay updateherprofile pagerarely, every few hoursif
not daysandweeks. At the sametime, theseprofile pagesarereferencedanddisplayedfrequently: Every
time the userlogs in and navigatesbetweenpages. To enhancesystemperformancetheseapplications
augmentstandardlsQL basedRDBMS, e.g.,MySQL, with acachemanagerTypically, thecachemanager
is a Key-Value Store(KVS), materializingkey-value pairs computedusingthe normalizedrelationaldata.

A key-value pair might be finely tunedto the requirement®f an application,e.g.,dynamicallygenerated

Gumball: A RaceConditionPreventionTechniqueor Cache

AugmentedSQL Databasdanagemengystems

Shahram Ghandeharizadeh, Jason Yap
Databasé.aboratoryTechnicalReport2012-01
ComputerScienceDepartmentlJSC
Los Angeles,California90089-0781

Septembefl, 2012

Abstract

Queryintensie applicationsaugmenta RelationalDatabasdlanagemengSystem(RDBMS) with a
middle-tiercacheto enhanceperformance An exampleis memcachedh useby very largewell known
sitessuchasFacebookIn the presencef updatego the normalizedtablesof the RDBMS, invalidation
basedconsisteng techniquegsieletethe impactedkey-value pairsresidingin the cache. A subsequent
referencdor thesekey-valuepairsobsenesacachemiss,re-computeshenew valuesfrom theRDBMS,
andinsertsthe new key-value pairsin the cache. Thesetechniquessuffer from race conditionsthat
resultin cachestatesthat producestaledata. The Gumball Technique(GT) addressethis limitation
by preventingraceconditions. Experimentaresultsshov GT enhanceshe accurag of anapplication
hundredof folds and,in somecasesmayreducesystemperformanceslightly.
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HTML formattedpages[12, 27, 5, 26, 10, 17], andthe KVS may managea large number(billions) of
suchhighly optimizedrepresentationdA CacheAugmentedSQL RDBMS, CASQL, enhanceperformance
dramaticallybecausea KVS look up is significantly fasterthan processingSQL queries. This explains
the popularityof memcachedanin-memorydistributed KVS deplo/ed by sitessuchasYouTube[14] and
Facebool35].

With CASQLSs, a consisteng techniguemaintainsthe relationshipbetweenthe normalizeddataand
its key-value representationgletectschangesto the normalizeddata, and invalidate$ the corresponding
key-value(s)storedin the KVS. Almost all techniquessuffer from race conditions,seeSectionB. The
significanceof theserace conditionsis highlightedin [33] which describeshow a web site may decide
to not materializefailed key-value lookupsbecausdhe KVS may becomeinconsistenwith the database
permanently

As anexample considerAlice whoistrying to retrieve herprofile pagewhile thewebsite'sadministrator
is trying to deleteher profile pagedueto her violation of site's termsof use. SectionC shavs how an
interleared executionof thesetwo logical operationdeave theKVS inconsistentvith the databassuchthat
the KVS reflectsthe existenceof Alice’s profile pagewhile the databasés left with no recordspertaining
to Alice. A subsequenteferencefor the key-value pair correspondingo Alice’s profile pagesucceeds,
reflectingAlice’s existencein the system.

This papempresentthe GumballTechniqugGT) to detectraceconditionsandpreventthemfrom caus-
ing the key-value pairsto becomeinconsistentwith the takular data. GT is an applicationtransparent,
deadlockree (non-blocking)techniqguemplementedy the KVS. Its key insightis thatit is permissiblgo
ignorecacheput operationgo preventinconsistenstateslts advantagesreseseralfolds. First, it appliesto
all applicationghatusea CASQL, freeingeachapplicationfrom implementingits own raceconditionde-
tectiontechnique Thisreduceghecompleity of theapplicationsoftware,minimizing costs.Secondin our
experimentsjt reducedhe numberof obsered inconsistenciesramatically(morethantenfolds). Third,
GT requiresno specificfeaturefrom an RDBMS andcanbe usedwith all off-the-shelfRDBMSs. Fourth,
GT adjustgto varying systemoadsandhasno externalknobsthatrequireadjustmentdy anadministratar
Fifth, while GT emplo/stime stampsit doesnotsuffer from clockdrift andrequiresnosynchronizedalocks
becausdts time stampsarelocal to a (partitioned)cachesener. Thedisadwantageof usingGT is thatit may
slow down anapplicationslightly whenalmostall (99%) requestsareservicedusingKVS. Thisis because
GT re-directsrequestshatmayretrieve stalecachedatato processSQL queriesusingthe RDBMS.

The primary contrikution of this paperis the designof GT andhow it detectsandpreventsracecondi-
tions. To the bestof our knowledge,GT is novel andnot presenteatlsavhere. A secondarcontrikbution is
animplementatiorandevaluationof GT usinga socialnetworking benchmark Obtainedresultsshav GT

imposesngligible overheadwvhile reducingthe percentagef inconsistenciedramatically

10therpossibilitiesincluderefreshing 12, 23] or incrementallyupdating[24] the correspondindsey-value.
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Figurel: Architectureof a CASQL. Arrows shav processingf aC'S 1, s, With akey referencavhosevalue
is notfoundin KVS.

Therestof this paperis organizedasfollows. Theraceconditionis formalizedin SectionB andSec-
tion C describesGT to detectandpreventit. We highlight the tradeofs associatedvith GT in SectionD.
SectionE presentselatedwork. Brief conclusionsareofferedin SectionF.

B Problem Statement

Figure 1 shaws the architectureof a typical CASQL. Both the KVS andthe RDBMS consistof a client
anda sener componenthat communicataisingthe TCP protocol. The applicationemplo/s the RDBMS
client(e.g.,JDBC)to issueSQL queriesto theRDBMS sener. Similarly, it emplo/stheKVS clienttoissue
insert,getanddeletecommanddo oneor moreinstance®f a KVS sener deplo/ed on several (potentially
thousand®f) PCswith a substantiahmountof memory

Thekey-valuepairsin KVS might pertainto eithertheresultsof a query[23] or a semistructureddata
obtainedby executingseveral queriesandglueingtheir resultstogetherusingapplicationspecificlogic [12,
10, 33, 23]. With theformer, thequerystringis thekey andits resultsetis thevalue. Thelattermightbethe
outputof eitheradeveloperdesignatedead-onlyfunction[33] or codesegmentthatconsumesomeinputto
produceanoutput[23]. In the presencef updateso the RDBMS, a consisteng techniquedeployed either
at the applicationor the RDBMS may deletethe impactedcachedkey-value pairs. This deleteoperation
mayracewith alook up thatobseresa cachemiss,resultingin stalecachediata.

Tollustratearacecondition,assumehe userissuesa requesthatinvokesa segmentof code(C Sy sc)
thatreferences k;-v; pair thatis not KVS residentbecauseét wasjust deletedby anupdateissuedto the
RDBMS. This correspondso Alice in theexampleof SectionA referencingher profile pageafterupdating
herprofile information. Theadministratomhois trying to deleteAlice from the systeminvokesa different
codesggment(C'S,,q) to deletek;-v;. EventhoughbothC'S,,,q andC'S s €mploy the concepbof trans-

actionstheirKVS andRDBMS operationsarenon-transactionandmay leave the KVS inconsistentOne
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Figure2: Two interleaved processingf C'Sy,s. andC'S,,,q referencinghe samekey-valuepair.

scenarids shavn in Figure2.bn C'S,. looksuptheKVS andobseresamiss,Arrows 1 and2 of Figurel,
andcomputesk;-v; by processingts body of codethatissuesSQL queries(a transaction}o the RDBMS
to computesy;, Arrows 3 and4 of Figurel. Priorto C'Sy,s. executingArrow 5, C'Sy,,,4 issueshothits
transactiorto updatethe RDBMS anddeletecommando updatethe KVS. Next, C'Syye insertsk;-v; into
theKVS. This scheduleseeFigure2.b,renderghe KVS inconsistentvith the RDBMS. A subsequeribok
up of £; from KVS producesa stalevaluev; with no correspondingakular datain the RDBMS.

In sum, a race condition is an interleared executionof C'Syy,,. andC'S,,,4 With both referencingthe
samekey-value pair. Not all raceconditionsare undesirablepnly thosethat causethe key-value pairsto
becomeinconsistentvith thetakular data.An undesirableaceconditionis aninterleared executionof one
or more threadsexecuting C'Sy,,,¢ With one or more threadsexecutingC'Sy,. that satisfy the following
criteria. First, the thread(s)executingC'Sy,s. mustconstructa key-value pair prior to thosethreadsthat
executeC S,,0q thatupdatethe RDBMS. And, C'S,,,.q threadsmustdeletetheir impactedkey-value pair
from KVS prior to C'Syy,. threadsnsertingtheir computedkey-value pairsin the KVS. Figure2.b shavs
aninterleaved processinghatsatisfiegheseconditions resultingin anundesirableacecondition. Therace

conditionof Figure2.adoesnotresultin aninconsistenstateandis acceptable.

C Gumball Technique

GumballTechniqugGT) is designedo preventtheraceconditionsof SectionB from causinghekey-value
pairsto becomenconsistenwith takular data. It is implementedvithin the KVS by extendingits simple

operationgdelete getandput) to managegumballs seeFigure3. Its detailsareasfollows. Whenthesener
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deleteg;)
1. If k;-v; existsthendeletek;-v; andgeneratgumballg;, i.e., k;-g;, with T, setto currenttime.
If k;-g; existsthenchangely, to thecurrenttime.
3. If noentryexistsfor k; thengeneratey;, i.e., k;-g;, with T}, setto currenttime.

get:)

n

1. If k;-v; existsthenreturnv;
If eitherk;-g; existsor no entryexistsfor k; thenreporta cachemisswith currenttime asT,,,;,s time stamp.

DUt(k’L ,'Ui 1Tmiss)

n

Let T bethe senersystentime.

If (To-Thiss > A) thenignorethe putoperation.

If (g; existsandTy,,;,, is beforeTy,;) thenignorethe put operation.
If (v; existsandits time stampis afterT;,;,,) thenignorethe put.
If (Tmiss < Tagjust) thenignorethe putoperation.
Otherwisejnsertk;-v; with its time stampsetto T, ;ss-

2N A

Figure3: GT enableddelete,get, andput pseudo-codeAll time stampsarelocal to the sener containing
k)i-’UZ'.

recevesadeleteg;) requestandthereis novaluefor k; in theKVS, GT storeghearrival time of thedelete
(T'getete) in @agumballg; andinsertsit in the KVS with key k;. With severaldeletek;) requestsssuedback
to back,GT maintainsonly oneg; denotingthetime stampof the latestdeleteg;). GT assignsa fixedtime
tolive, A, to eachk;-g; to preventthemfrom occupying KVS memorylongerthannecessaryThe valueof
A is computeddynamically seeSectionC.1.1.

Whenthe sener processes getf;) requestand obseresa KVS miss, GT providesthe KVS client
componen{client for short)with the misstime stamp,T;,;ss. The client maintainsk; andits T,,;ss time
stamp.OnceC'S,s. computesavaluefor k; andperformsa put operation the client extendsthis call with
Tmiss- With this put(k; ,v;,Thiss), @GT enabledKVS sener compared;,;ss with the currenttime (T¢). If
their differenceexceedsA, Te — Thiss > A, thenit ignoresthe put operation.This is because gumball
might have existedandit is no longerin the KVS asit timed out. Otherwise therearethreepossibilities:
Either (1) thereexists a gumballfor k;, k;-g;, (2) the KVS sener hasno entry for k;, or (3) thereis an
existing valuefor k;, k;-v;. Considereachcasein turn. With thefirst, the sener comparesl;,,;ss with the
time stampof thegumball.If the misshappenedbeforethe g; time stamp, 15,55 < Tyumpan, thenthereis a
raceconditionandthe put operationis ignored. Otherwise the put operationsucceedsThis meang; (i.e.,
the gumball)is overwrittenwith v;. Moreover, the sener maintainsT,,;ss asmetadatdor this k;-v; (this
Tmiss 1S usedin thethird scenariao detectstaleput operationsseediscussion®f thethird scenario).

In the secondscenariothe sener insertsk;-v; in the KVS and maintainsT,,;;s as metadateof this
key-valuepair.

In the third scenarioa KVS sener may implementtwo possiblesolutions. With the first, the sener
compared,;ss of the putoperationwith the metadataf theexisting k;-v; pair. Theformermustbegreater

in orderfor theputoperatiornto overwrite theexisting value. Otherwise theremight bearaceconditionand



theputoperationsignored.A moreexpensve alternatve is for theKVS to performabyte-wisecomparison
of the existing valuewith theincomingvalue. If they differ thenit maydeletek;-v; to forcetheapplication
to producea consistenvalue.

GT ignoresthe put operationwith both acceptableandundesirableaceconditions,seediscussion®f
Figure2 in SectionB. For example,with theacceptableaceconditionof Figure2.a,GT rejectsthe putop-
erationof C'Sy,, ;. becauses Ty,;s is beforel’y,,,sq. Thesereducethe numberof requestservicedusing
theKVS. Insteadthey executethefusioncodethatissuesSQL queriesto the RDBMS. This s significantly
slowerthana KVS look up, degradingsystemperformance.

C.1 Valueof A

Ideally, A shouldbe setto the elapsedime from whenC'Sy,;. obseresa KVS missfor k; to thetime it
issuesaput(k;,v;, Tmiss) Operation. A valuesgreatetthanidealareundesirabléecauséhey causegumballs
to occuy memorylongerthan necessaryreducingthe KVS hit rate of the application. A valueslower
thanideal causeGT to rejectKVS insertoperationsun-necessarilyseeStep2 of the put pseudo-codén
Figure3. They slow down a CASQL significantlybecausehey preventthe sener from cachingkey-value
pairs.In oneexperimentGT configuredwith asmall A valueslovedthe systemdown tenfolds by causing
the KVS to sit emptyandre-directall requestgo the RDBMS for processing.This sectiondescribesow

GT computeghevalueof A dynamically

C.1.1 Dynamic computation of A

GT adjuststhe value of A dynamicallyin responséo CASQL load to avoid valuesthat renderthe KVS
emptyandidle. The dynamictechniques basedon the obseration thatthe KVS sener may estimatethe
C'Suse responseime, RT, by subtractinghe currenttime (T) from T,,;55: RT = Tc — Tppiss- Whena
putis rejectedbecauséts RT is higherthanA, GT setsthevalueof A to this RT multiplied by aninflation
(o) value,A=RT x «. For example,a mightbesetto 1.1to inflate A to be 10% higherthanthe maximum
obseredresponsgime. (Seebelav for adiscussiorof o andits value.)

Increasingthe value of A meansrequestghat obsered a miss prior to this changemay now passthe
raceconditiondetectioncheck. This is becauseésT may have rejectedone or more of theseput requests
with the smaller A valuewhenperformingthe checkTc — T.:5s > A. To prevent suchrequestdrom
polluting thecache GT maintainsthetime stampof whenit increasedhevalueof A, T4, It ignoresall
putoperationswith Ti,,;s; Prior to Ty gjyst-

GT reduceghe valueof A whena k;-g; is replacedwith a k;-v;. 1t maintainsthe maximumresponse
time, RT,,qz, Usingaslidingwindow of 60 secondgdurationof slidingwindow is aconfiguratiorparameter

of theKVS sener). If this maximummultiplied by aninflation value(«) is lower thanthe currentvalueof



A thenit resetsA to thislowervalue,A = RT,,.. X «. Notethatdecreasinghevalueof A doesnotrequire
settingT 45,5+ t0 thecurrenttime stamp:Thoseputrequestshatsatisfythe conditionTc — Tip;s5 > A Will
continueto satisfyit with thesmallerA value.

ThedynamicA computationtechniqueusesa valuesgreaterthanl to maintainA slightly higherthan
its ideal value. In essenceit tradesmemoryto minimize the likelihood of Step2 of the put pseudo-code
(seeFigure3) from ignoringits cacheinsertunnecessarilgndredirectingfuturereferenceso the RDBMS.
This preventsthe possibility of an applicationobservingdegradedsystemperformancedueto a burst of
requestshatincur KVS missesandaresloveddown by competingwith oneanothefor RDBMS processing.
Moreover, gumballshave asmallmemoryfootprint. Thisin combinationwith thelow probabilityof updates

minimizesthelik elihoodof extragumballsfrom impactingthe KVS hit rateadwersely

D Evaluation

This sectionanalyzeghe performancef anapplicationconsisteng techniquewith andwithout GT usinga
realisticsocialnetworking benchmarlbasednawebsitenamedRAYS. We consideredisingotherpopular
benchmarkingools suchas RUBIS [3], YCSB [13] and YCSB++ [32]. We could not use RUBIS and
YCSB[13] becausaeitherquantifiegtheamountof staledata. Theinconsisteng windov metricquantified
by YCSB++[32] measureshe delayfrom whenanupdateis issueduntil it is consistentlyreflectedin the
system. This metricis inadequatdecauseat doesnot measureghe amountof staledataproduceddueto
raceconditionsby multiple threads.Below, we startwith a descriptionof our workload. Subsequent|ywe

presenperformanceesultsandcharacterizehe performancef Gumballwith differentA values.

D.1 RAYSand a Social Networking Benchmark

Recall All You See(RAYS) [22] ervisions a social networking systemthat empaversits usersto store,
retrieve, andsharedataproducedby devicesthatstreamcontinuousmedia,audioandvideo data. Example
devicesincludethepopularApple iPhoneandinexpensve cameragrom Panasoni@andLinksys. Similarto
othersocialnetworking sites,a userregistersa profile with RAYS andproceed4o invite othersasfriends.
A usermayregisterstreamingdevicesandinvite othersto view andrecordfrom them. Moreover, theusers
profile consistof a“Li ve Friends”sectionthatdisplaysthosefriendswith adevice thatis actively streaming.
Theusermay contactthesefriendsto view their streams.

We usetwo popularnavigation pathsof RAYS to evaluateGT: Browseand Toggle streaming(Toggle
for short). While Browseis a read-onlyworkload, Toggleresultsin updatedo the databaseequiringthe
key-valuepairsto remainconsistentvith thetakular data.We describesachin turn.

Browseemulatedour clicks to modela userviewing herprofile, herinvitationsto view streamsandher
list of friendsfollowedwith theprofile of afriend. It issues38 SQL querieso theRDBMS. With aCASQL,



Databasgarameters
Numberof usersin the database.
Numberof friendsperuser
Workloadparameters
Numberof simultaneousisers/threads.
Numberof usersemulatedcby athread.
Think time betweeruserclicks executinga sequence.
Inter-arrival time betweerusersemulatedy athread.
Probabilityof a userinvoking the Togglesequence.

T3 |oE

Tablel: Workloadparameterandtheir definitions.

Browsingissues8 KVS getoperationsFor eachgetthatobseresa miss,it performsa put operation.With
anemptyKVS, thegetoperationsbsenre no hits andthis sequenc@erforms8 put operations.

Togglecorrespondso a sequencef threeclicks wherea userviews her profile, her list of registered
devicesandtogglesthe stateof a device. Thefirst two resultin atotal of 23 SQL queries.With a CASQL,
Toggleissues7 get operationsand, with an empty KVS, obseres a missfor all 7. This causeslToggle
to perform7 put operationgo populatethe KVS. With the last userclick, if the device is streamingthen
the userstopsthis stream.Otherwise the userinitiatesa streamfrom the device. This resultsin 3 update
commanddo the databaseWith Trig, theseupdatesnvoke triggersthatdeleteKVS entriescorresponding
to boththe profile? anddevicespages With a populatedkVS, the numberof deletess higherbecauseach
toggleinvalidatesthe “Li ve Friends”sectionof thosefriendswith a KVS entry

Our multi-threadedworkload generatoitargetsa databasevith a fixed numberof users,w. A thread
simulatessequentiakrrival of n usersperformingone sequenceat a time. Thereis a fixed delay inter
arrival time 6, betweenwo usersssuedby thethread.A threadselectgheidentity of auserby emplg/ing a
randomnumbergeneratoconditionedusinga Zipfian distribution with ameanof 0.27. A threadsnodel
simultaneousisersaccessinghe system.In the singleuser(1 thread, A'=1) experimentsthis means20%
of usershave 80%likelihoodof beingselected Oncea userarrivesandheridentity is selectedshepicksa
Togglesequencavith probability of u anda Browsing sequencevith probability (1 — ). Thereis afixed
think time e betweerthe userclicks thatconstitutea sequence.

Theworkloadgeneratomaintainsboththe structureof the syntheticdatabaseandthe actwvities of dif-
ferentuserdo detectkey-valuepairs(HTML pages}thatarenotconsistentvith the stateof thetakular data,
termedstale data. The workload generatomproducesuniqueusersaccessindRAY S simultaneously This
meansamoreuniform distribution of accesso datawith alargernumberof threadsWhile thisis nolonger
atrue Zipfian distribution, obtainedresultsfrom a systemwith andwithout GT arecomparabldecausehe
sameworkloadis usedwith eachalternatve.

2Theusers profile pagedisplaysthe countof devicesthatarestreamingandatoggleof a streamingevice eitherincrementsor
decrementshis counter
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To measurdghe amountof staledatawith 100% accurrayg, the workload generatormustmaintainthe
statusof different devices managedoy RAYS and serializesimultaneousiserrequestsand issueone to
CASQL atatime. Thisis unrealisticandwould eliminateall raceconditions.Insteadwe allowedthework-
load generatotto issuerequestsimultaneoushandusedtime stampso detectits internalraceconditions.
This resultsin falsepositveswhereanidentifiedstaledatais dueto anin-progresshangeo atime stamp.

Thesefalsepositvesareobsened whentheworkloadgeneratois usingRDBMS only.

D.2 Performance Results

We conductednary experimentgo quantifya) theamountof staledataeliminatedby GT, b) theimpactof
GT on systemperformanceandc) how quickly GT adaptsA to changingworkloadcharacteristicsin all
experiments,GT reducedthe amountof staledatal00folds or more. Below, we presentone experiment
with 300fold reductionin staledataanddiscusghe othertwo metricsin turn.

In this experiment,we focus on an invalidation basedtechniqueimplementedn the application. We
targeta smalldatabasé¢hatfits in memoryto quantifytheoverheadf GT. With largerdatasetsthatresultin
cachemissesthe applicationmustissuequeriesto the RDBMS. This resultsin higherresponsdimesthat
hidetheoverheadf GT. If raceconditionsoccurfrequentlythenGT will slow down a CASQL by reducing
its cachehit rate. In our experimentsyaceconditionsoccurlessthan3% of thetime®. Thus,GT’s impact
on systemperformances negligible.

Figure4 shavs the numberof requestshatobsenre staledatawhena systemis configuredto eitheruse
GT or notuseGT. The x-axis of this figureis the executiontime of the work-load. The y-axisis log scale
andshaws the numberof requestshatobsenre staledata. With GT, only 343requestglessthan0.009%of
the total numberof requestspbsenre staledata. We attribute theseto the falsepositives producedby our
workloadgeneratqgrseeSectionD.1. Without GT, morethan100,000requestg2.4%of thetotal requests)
obsere staledata. The cachehit rateis approximately85%with andwithout GT. Eventhoughthe database

3Approximatedby the amountof staledataproducedwvithout GT.
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is small enoughto fit in memory the cachehit rate cannotapproximatel00% becausel0% of requests
executeToggle(4=10%)whichinvalidatecacheentries.

GT adaptsto changingworkloadsby adjustingthe value of A. We varied systemload by varying
the numberof simultaneousisersaccessinghe system, . We looked at differentpatternsrangingfrom
thosethatchangeaheload abruptly (switchfrom 1 to 100 simultaneousisers)o thosethatchangeheload
gracefully In eachcaseGT adjustghevalueof A quickly, minimizing thenumberof KVS insertsrejected
dueto a smallvalue of A. Suchrejectionsare typically a negligible percentagef the total numberof
requestprocessedBelow, we reporton oneexperiment.

This experimentvariedthe numberof simultaneousisers(\V) from 1 to 10, 20,50, 100andbackto 50,
20,10and1l. For eachsetting,a userissuesl000requestsFigure5 shavs the valueof A whencompared
with the maximumobsered RT, seediscussion®f SectionC.1.1. As we increaseheload, GT increases
the value of A to preventrejectionof KVS insertsunnecessarily Similarly, whenwe decreaséhe load,
GT reduceghe valueof A to free memoryby preventinggumballsfrom occupying the cachelongerthan
necessaryA is higherthanthe obsered maximumresponséime becausds inflationvalueis setto 2. This
experimentissuegnorethantwo hundredthousangutrequestandGT rejectsfewerthan600dueto small

A values.

E Redated Work

CacheaugmentedRDBMSshave beenan active areaof researchdatingbackto 1990s[27, 12, 41, 18, 15,
10, 31, 29, 1, 40, 30, 9, 17, 2, 4, 5, 33, 24]. The focus of this paperis on a subsetwith the following
characteristic.First, the cachemustsupportsimpleinsert, get, anddeleteoperationg6, 33]. Thereexist
comple cacheswith theability to processSQL queriesg.g., TimesTen[40], DBProxy[2], DBCachg31, 9],
CacheTables[1], MTCache[30], Ferdinand21]. While thesefall beyondthe focusof GT, a KVS might
betheir building componentvhich mayrenderGT relevant. Secondthe cachg(KVS) mustbe atthe same
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abstractiommsthe RDBMS wheresecurityand privacy of contentis guaranteedby the applicationandits
infrastructurd27, 12, 41,18, 15, 29, 4,5, 33, 24, 23]. It doesnotapplyto proxy cacheg10, 16,17] thatare
externalto theapplication.

TxCache[33] presentghe conceptof raceconditionsandhow they may leave the cache(KVS) incon-
sistentwith the RDBMS. It proposesa slight modificationto thoseRDBMSsthatimplementMVCC [8]
to (a) maintainvalidity internval for read-onlyquerieswhoseresultsarerepresentedskey-valuepairs,and
(b) generatenvalidation streamsn the presencef updatetransactionsThis streamcontainstransactiors
time stampandall invalidationtagscorrespondindo key-value pairsin the cache.This enablesIxCache
to implementtransactionwith snapshotsolation. GT is differentin seseral ways. First, while both GT
and TxCacheemplg time stampsto detectraceconditions,the semanticof thesetime stampsare differ-
ent. GT's time stamppertainsto whenKVS fails to producea valuefor a referencedkey while TxCaches
time stampis the updatetransactiortime stampissuedby the RDBMS. Second,GT is a building block
of a consisteng techniquewhile TxCacheis a consisteng technique. Certainpropertiesof a transaction
(atomicity consisteny, isolation,durability) may imposesignificantoverheadandnot be applicableto an
application[38, 11, 24, 32]. A consisteng techniquemay abandorthesepropertieswhile utilizing GT to
preventraceconditionsthatleave thecachenconsistenpermanentlyThesamecannotberealizedwith Tx-
Cachebecausét is aconsisteng techniquehatimplementdransactionsvith snapshotsolation. Third, GT
canbeusedwith all SQL RDBMSsbecausét doesnot eithermodify or requirea prespecifiedunctionality
from the RDBMS.

Oneapproactio preventraceconditionsis to serializeall writesusingtheRDBMS [24]. If the RDBMS
is thesystembottleneckGT is abetteralternatve becausdt imposeso additionalloadonthe RDBMS. Its
entireimplementatioris by the cache.

Tombstoneq20] mark deletedobjectsin systemsthat allow replica contentto diverge [37]. A key
designchallengeis whento deletethem. Somesystemsemplo/ a two-phasecommit protocolto delete
tombstonesafely[25, 34, 36]. To continueoperationin the presencef failuresandintermittentnetwork
connectyity, somestudieshave proposeddeletionof tombstonesat eachsite after a fixed period, long
enoughfor mostupdateso completepropagationbut shortenoughto keepthespaceoverheadow [39, 28].
Clearinghous¢19] removestombstonegrom mostsitesafter the expiration periodandretainsthemon a
few designateditesindefinitely Whena staleoperationarrivesafterthe expiration period,somesitesmay
incorrectlyapply that operation. However, the designatediteswill distribute an operationthatre-installs
tombstone®n thesesites.

A gumballis similar to a tombstonebecausét identifiesa deletedkey-value pair. However, GT's
managemendf gumballsis novel. First, GT deletesa gumballafterafixedtime intenal A. GT controls
thevalueof A dynamicallyusingtherespons¢ime of the key-valuepair, i.e.,theRDBMS servicetime and

queuingdelaysattributedto systemload. SecondGT ignoresput operationdor k;-v; thatincur response
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timesgreatetthan A (independendf gumballexistence).GT is not a substitutefor tombstonemanagement

algorithmsandtheirassumeaptimisticreplicationervironmentandvice versa.

F Conclusion

GT is a race condition detectionand prevention techniquefor mid-tier in-memory cachesthat comple-
menta RDBMS to enhanceerformance.This simpletechniqueworks with all RDBMSsandalternatve
invalidation-base@pproacheso cacheconsistenyg. Its evaluationhighlightsthe needfor a benchmarkhat
canaccuratelymeasurghe amountof staledataproducedby a framavork. Our socialnetworking bench-
mark suffers from a few false positves (thousandthof one percentof issuedrequest). Theseshouldbe
eliminatedwithout slowing down the workloadgeneratar
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